MHOOPMALIMOHHAA NAMATKA
AnA ObYYAKOLWKUXCA

C KkaxabiM rogoM MONIOOEXW B WHTEpHeTe CTaHOoBUTbCS Oonblie, a
LLUKOSbHMKM OOHM M3 CcaMblX aKTUBHbIX Nonb3oBartenen PyHeta. Mexay Tewm,
NOMMMO OFPOMHOIO KONMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT WU
npobnembl. 3Ta namaTka OOSMKHa nomMoyvb Tebe B6e3onacHO HaxoauTbCs B
ceTu.

KomMnbloTepHble BUPYCbI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBUOHOCTbL KOMIMbIOTEPHbLIX NpOrpamMm,
OTNNYNTENBHON  OCODEHHOCTBID  KOTOPOM  4ABNSIETCA  CMOCOBHOCTL K
pasMHOXeHuto. B gononHeHne K 3TOMY, BUPYCbl MOryT MOBPEAUTb WK
NMOSTHOCTBbID  YHUYTOXWUTb Bce anfibl WU AaHHble, MOAKOHTPOSIbHLIE
nonb3oBaTento, OT WMEHW KOTOporo Obiia 3anylweHa 3apaXeHHas
nporpamMma, a TakKke MOBpeauUTb WU OaXe YHUYTOXUTb OMnepauMnOHHYIO
cuctemy co Bcemn dhamnamm B ueniom. B 6onblumMHCTBE crnyyaes
pacnpoCTPaHSATCS BUPYCbl YEPES3 MHTEPHET.

MeToabl 3alWmMTbl OT BP€AOHOCHbIX MPOrpamMm:

1. Wcnonb3yhn coBpemMeHHble ornepauuioHHble CUCTEMbI, UMetoLmne
Cepbe3HbIN YPOBEHb 3aLUUTbl OT BPELOHOCHbLIX Nporpamm;

2. [locTosiHHO ycTaHaBnuBau nayTM (UMpPOBLIE 3annaTku, KOTOpble
aBTOMaTUYECKN YCTaHaBMMBAIOTCSA C LiENbIo AopaboTku nporpamMmmbl) U gpyrmue
OOHOBNEHNA CBOEN onepaunoHHOW cuctembl. CkaumBah WUX TOMNbKO C
ouumanbHoro camta paspabotumka OC. Ecnu cywlecTByeT pexunm
aBTOMaTM4YECKOro OGHOBMEHUS, BKITHOUN ErO;

3. Pabotanm Ha cBoeM KOMMbKOTEPE NMOA NpaBamMu MNoNb3oBaTens, a He
agMUHUCTpaTopa. OTO He NO3BONUT BOSLLUMHCTBY BPEOOHOCHbLIX NPOrpamm
WHCTanMpoBaTbCA Ha TBOEM NEPCOHANIbHOM KOMMNbLIOTEPE;

4. Wcnonb3y aHTUBUPYCHblIE MpPOrpaMMHble MNPOAYKTbl M3BECTHbIX
npousBoauTenen, C asTomaTtn4yeckum obHoeneHnem 6as;

5. OrpaHnyb U3NYECKMIN OOCTYMN K KOMMbIOTEPY AJ1S MOCTOPOHHUX NNL;

6. Mcnonb3yn BHeLHWE HOCUTENW WHoOpMauun, Takme Kak doneLuka,
ONCK 1 pann n3 MHTEpHeTa, TOSTbKO U3 NPOBEPEHHbLIX MCTOYHUKOB;

7. He oTkpbiBan KoMMnblOTEPHbIE banrbl, NOSlydEeHHbIE U3 HEHaOEeXHbIX
NCTOYHUKOB. [axe Te dhannbl, KOTOpble npucran TBOW 3HaKOMbIW. Jlydwe
YTOYHW Yy HEro, OTNpaBnAn fn oH Tebe ux.



Cetn WI-FI

Wi-Fi - aTO He BuO nepefaydn OaHHbIX, HE TEXHOJSIOIMMA, a BCEro Nullb
OpeHg, mapka. Ewe B 1991 rogoy HugepnaHackasi — KOMMaHUS
3apeructpuposana 6peng "WECA", 4to o0603Ha4ano cnoBocoYeTaHue
"Wireless Fidelity", koTopbii nepeBoanTcA Kak "becnpoBoaHasi TOYHOCTL".

[lo Hawero BpeMeHun gowra gpyraa abbpesuartypa, KoTopas sSBngeTcs
Takon e TexHosnornen. 3to abbpesunatypa "Wi-Fi". Takoe HasBaHune ObIno
AaHO C HaMeKOM Ha CTaHOapT BbiCLlen 3BYKOBOW TexHuUKM Hi-Fi, 4yTo B
nepesoe 03Ha4yaeT "BblCOKast TOYHOCTL".

[a, ©OecnnaTHbIM MHTEPHET-AOCTYN B Kade, oTenax u aspornopTax
SBNSIETCS OT/IMYHOM BO3MOXHOCTbIO BbIXOAJa B WHTEpPHeT. Ho MHorue
aKcnepTbl cumTaloT, 4YTo obwepoctynHole Wi-Fi cetm He saBnqawoTcA
©e3onacHbIMN.

CoBeTbl Mo 6esonacHoCcTM paboTbl B 0bwenoctynHblx cetax Wi-fi:

1. He nepegaBan CBOKWO NUYHYHO MHOPMaUUIO vyepe3 obLeaoCTynHble
Wi-Fi cetn. PaboTtas B HuX, XenaTefnbHO He BBOAUTbL Maposiv OOcCTyna,
NOrNHbI U Kakne-To HOMepa;

2. Wcnonb3yn 1 oBHOBMSAW aHTMBMPYCHbIE NporpaMmmbl U BpaHamayep.
Tem cambiMm Tbl 06e3onacullb cebsi OT 3aKayku BUpyca Ha TBOe YCTPOWCTBO;

3. Mpn wucnonbsosaHmn Wi-Fi oTknioumn dyHkuuio "O6wmin goctyn K
dannam n npuHtepam”. [aHHaa pyHKUMA 3akpbiTa MO yMOMYaHWUIO, OOHAKO
HeKoTopble NoSib3oBaTeENV akTUBMPYIOT ee ans yaobcrtBa MCNONb30BaHUS B
paboTe nnun y4yeode;

4. He wcnonb3yn nybnunuHbin WI-FI gna nepegadn nUYHbIX OaHHbIX,
Hanpumep N4 BbIXoA4a B couMarnbHble CETU UMW B 3NIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TONbKO 3auwumuieHHoe coeauHeHune 4depe3 HTTPS, a He
HTTP, 1.e. npn Habope Beb-agpeca BBoan MMeHHO "https://";

6. B MobunbHOM TenedoHe oTknoum yHkuuio "MNoakntodeHne k Wi-Fi
aBToOMaTuyeckun". He gonyckam aBToMaTM4E€CKOro NOAKNIYEHUS YCTPOUCTBA K
cetam Wi-Fi 6e3 TBoero cornacusi.

CouumanbHble ceTun

CoumarnbHble CeTU aKTUMBHO BXOAAT B HaLWy >XW3Hb, MHOrMe noau
paboTaloT M XMBYT TaM MOCTOsIHHO, a B Facebook yxe 3apernctpupoBaH



MUNMapa YernoBekK, YTOo SABMSETCA O4HOM CcedbMOW BCEX XUTeNen nnaHeThbl.
MHorne nonb3oBaTenin He NOHUMAIOT, YTO MHOPMaUNS, pasMeLLEHHaAa UMK
B couManbHbIX CETSAX, MOXET OblTb HaWdeHa M UCNofib30BaHa KeM YrogHo, B
TOM 4Yncne He obasaTenibHO ¢ 6rnarMmm HaMepeHUsIMM.

OcCHOBHbIe coBeTbl N0 6€30MNacHOCTU B COUMalbHbIX CeTAX:

1. OrpaHudb cnvcok apysen. Y T1ebs B Apy3bsX He [OOMMKHO ObiTb
CllydanHbIX 1 HE3HAKOMBbIX JTHOOEN;

2. 3awmuan CBOK YacTHYH XM3Hb. He ykasbiBa naponu, TernedoHsbl,
agpeca, pgaty TBOEro poOXAOEHMA W OPYryl JNUYHYK  UHOpMauumio.
3I0YMbILLSIEHHMKN MOTYT MUCMNOSb30BaTh AaXe UHAOPMAaLUUIO O TOM, KaK Tbl U
TBOW pOAUTENN NSlaHNpyeTe NPOBECTU KaHUKYIIbI;

3. 3awmian cBol penytauuio - epXn ee B YMCTOTe U 3apaBan cebe
BOMpocC: xoTen Obl Tbl, 4YTOBbLI ApyrMe nonb3oBaTenu BUAENW, YTO Thl
3arpyxaewb? [llogyman, npexne 4Yem 4TOo-TO onybnukoBaTb, HanucaTb WU
3arpysuTb;

4. Ecnn Tbl TOBOPULLIL C NIOAbMW, KOTOPbIX HE 3HAaellb, HE UCMONb3yW
CBOE peanbHOe WMSA W APYrylo JUYHYH MHOPMauUKW: UMs, MECTO
XUTENbCTBA, MECTO y4elbbl N NPOYeEE;

5. N3beran pasmewieHus dotorpaduin B IHTepHeTe, rae Tbl N30bpakeH
Ha MECTHOCTW, NO KOTOPON MOXHO ONpeaennuTb TBOE MECTOMNOSIOXKEHWE;

6. MNpn peructpauum B coumanbHOW ceTu HeobxoaMmMO MCMOoNb30BaTb
CNOXHble Naponun, coctoswme n3 6yks U LUAP U C KONIMYECTBOM 3HAKOB HE
MeHee 8;

7. Ona coumanbHOW ceTn, MOYTbl M OPYrMX CanToB Heobxoammo
ncnonb3oBatb pasHble naponun. Torga ecnu  Tebs  B3nomaroT, TO
3NOYMbILUSIEHHMKN MNofy4YaT OOCTYyn TONMbKO K OAHOMY MeECTY, a He BO BCe
cpasy.

ANEeKTPOHHbIE AeHbIN

OnNEKTPOHHbIE AEHbIN - 3TO OYEeHb YOOOHbIM cnocob nnartexen, ogHako
CYLLECTBYIOT MOLUEHHMKN, KOTOPbIE XOTAT MNONYYUTb 3TN OEHBIN.

SJ'IGKTpOHHbIe AOeHblrn noaBUIiinCb coecemMm HegaBHO U MMEHHO N3-3a 3TOIO
BO MHOIMX rocygapcrteax Ao CUX nop He nponmcaHo npo HMX B 3aKOHax.

B Poccum e oHM PYHKUMOHUPYIOT U O HUX YXKe MNPOonucaHo B 3aKOHe, rae
X pasgensatoT Ha HECKONbKO BUAOB - aHOHMMHbIE U HE aHOHUMHbIe. PasHunua



B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs NPOBOAUTb
onepaumMm 6e3 wuaeHTUUKaAUUMM nonb3oBaTensd, a B HEaHOHUMHBbIX
naeHTudrKaLna nonb3oBaTens ABnsgeTca 0b6a3aTenbHOMN.

Takke cnegyeT pasnuyatb SMNEKTPOHHble uaTHble AeHbrn (paBHbI
rocy4apCTBEHHbIM BanioTam) U SNEKTPOHHbIE HepmaTHble AeHbIN (HEe paBHbI
rocyfapCTBEHHbLIM BanoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEKTPOHHBIMU AEHbramu:

1. MpuBsxkn K cyeTy MOOUIBbHBIN TernegoH. OTO cambl yOOOHbIN U
ObICTpbIN cNOCOD® BOCCTAHOBUTL AOCTYN K cyeTy. [puBA3aHHbIN TenedoH
NOMOXeT, ecnn 3abyaellb CBOM NAaTeXHbIM Naposb Unn 3angellb Ha canT C
He3HaKoOMOro yCTpOuCTBa;

2. Ncnonb3yn opHopasoBble naponu. locne nepexofa Ha YyCUNEHHYHO
aBTopu3aumto Tede yxxe He ByaeT yrpoXxaTb ONaCHOCTb KpaXkn unu nepexesara
nraTeXXHoro Napons;

3. Bbibepu cnoxHbeln naposnb. lNpecTynHukam OyoeT He NpocTo yragaTb
CIOXHbIN Naponb. HagexHble naponv - 3To Naposiv, KOTopble coaepXaT He
MeHee 8 3HaKOB W BKNOYAKT B ce0s1 CTPOUHbIE M MPOMUCHbIE BYKBbI, LNGPbI
N HECKOJIbKO CMMBOJSIOB, Takme Kak 3HaK gosinapa, oyHTa, BOCKNMLATESbHbIN
3Hak u 1.n. Hanpumep, $tRONng!;;

4. He BBOOM CBOM NMYHbIE AaHHbIE HA CalTax, KOTOPbIM HE JOBEPSELLb.
ANeKTpPOHHaA noyra

OnNEeKTPOHHaa noyTta - 3TO TEXHOMOMMA U NpeaocTaBriieMble €10 YCIyru
MO nMepecbisike W MOMIYYEHUKD  INEKTPOHHbIX COOBOLEHUI, KOTopble
pacnpegensitotcs B KOMNboTepHOM ceTu. OBbIMHO 3MNEKTPOHHbLIN MOYTOBbLIN
AWWK BbIMMAAUT criegylowmm obpasoM: MMS_Nonb3oBaTend@uMs_AoMeHa.
Takke Kpome nepegadm nMpPoOCTOr0O TEKCTa, WMeeTCcsa BO3MOXHOCTb
nepegasaTb pannbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ 3NEKTPOHHON NOYTOWN:

1. Hapgo BblbpaTb MpaBuiibHbIN NOYTOBLIN cepBuC. B MHTepHeTe ecTb
OrPOMHbIN BbIGOp 6ecnnaTHbIX NOYTOBLIX CEPBUCOB, OQHAKO Ny4lle 4OBEPSTb
TEeM, KOro 3HaeLlb N KTO NepBbI B PENTUHTE;

2. He ykasblBa B JIMYHOM MOYTE JINMYHYO WMHGOpMauuio. Hanpumep,
nydyue BblibpaThb "My3blkanbHbI_daHat@" unn "pok2013" BmecTo "temal13”;



3. Wcnonb3yn OByxaTanHyl aBTopu3auuio. OTO Korga NoMMmo napons
HY>XHO BBOAWUTb KoA, Npucbinaemsin no SMS;

4. Bbibepu cnoxHbi naponb. [Ons Kagoro MNOYTOBOro sLMKa AO0STKEH
ObITb CBOM HaAEXHbIN, YCTOMYMBLIN K B3STOMY Naposb;

5. Ecnn ectb BO3MOXHOCTb HanucaTb CaMOMYy CBOM JIMYHLIA BOMPOC,
NCNOMb3yn 3TY BO3MOXHOCTb;

6. Mcnonb3ynm HECKONbKO MOYTOBbIX SAWMKOB. [lepBblii Ana 4acTHOW
nepenncku ¢ agpecataMmn, KOTOPbIM Tbl OBEPSELLb. OTO ANEKTPOHHLIN agpec
He HaZlo UCNonb3oBaTb NPU perncTpaumm Ha dpopymax u canTtax;

7. He oTkpbiBan dpansbl U gpyrue BIIOXKEHUA B NUCbMax, JaXke eCln OHU
NpULLAN OT TBOMX ApY3eN. Jlydlle yTOUHN Y HUX, OTNPaBNsAnmv N oHn Tebe atn
doannbl;

8. lNocne okoH4YaHUs1 paboTbl HA MOYTOBOM CEpPBUCE Mepen 3akpbiTUEM
BKNagKn ¢ cantom He 3abyab HaxaTtb Ha "Beiitn'.

KnbepOoynnuHr unm BuptyanbHoe nsgesatesibCTBO

Knbepbynnuur - npecnegoBaHne  CoOOOLLUEHUAMM, COAEpKaLLMMMU
ockopbneHusi,  arpeccuto,  3anyrMBaHuMe;  XyJIMraHCTBO;  coumanbHoe
GoKOTMPOBaHME C MOMOLLBIO Pa3NNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kMbepbynnUHrom:

1. He 6pocauica B 6on. Jlyywmm cnocob: nocoBeToBaTbCs Kak cebsi BeCTu
N, €CIIN HEeT TOro, K KOMY MOXHO 0DpaTUTbLCA, TO BHa4ane ycrnokoutbecs. Ecnu
Tbl Ha4yHelWb OTBeYaTb OCKOPOMNEeHusMM Ha ockopbrieHusi, TO TONbKO eLlle
OonbLue pasoxKellb KOHMINKT;

2. YnpaBnsu cBoen kubeppenytaumen;

3. AHOHMMHOCTb B ceTn MHUMas. CyllecTByOT CNocoObl BbISCHUTb, KTO
CTOMUT 3@ aHOHMMHbIM aKKayHTOM,;

4. He cTOoUT BECTM XynuraHckui obpas BUpPTyaribHOW XW3HWU. NHTepHeT
doukcmpyeT BCe TBOM OENCTBUS U COXpaHSET ux. YaanuTtb ux byaert kpaunHe
3aTpyaHUTENLHO;

5. Cobrntogan cBOK BUPTYanbHY YeCTb CMOMoAY;

6. WrHopmpyn eguHuyHbIM HeratmB. OpHopasoBble OCKOpOUTEnbHbIE
coobuieHnsa nydwe wurHopupoBaTb. OObIMHO arpeccmsa npekpawaeTcs Ha
Ha4YyanbHOW CTaguM;



7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOOLLIEHNAMMU,
B cOUManbHbIX CETAX €CTb BO3MOXHOCTb BIOKMPOBKU OTNPaBKn cOOBLLEHUI C
onpenerneHHbIX aapecos;

8. Ecnn Tbl cBupetenb knbepbynnvHra. TBouM OEWCTBUA: BbICTYNUTb
NpoTUB npecnefosaTend, rnokasatb emy, 4YTO ero OerCTBUSA OLEeHMBAaKTCA
HeraTUBHO, NoAAepXaTb XepTBY, KOTOPOU HYXXHA Ncuxonornyeckas NoMoOLLb,
COOBLWNTL B3POCHbIM O ddakTe arpecCMBHOro NoOBeAEHUs B CETMW.

MoOGunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl W NnaHweTbl cogepxaT B cebe BMOMHe
B3pOCSbIA  (PYHKUMOHAN, W Tenepb OHW MOryT KOHKYpupoBaTb CO
CTaunoHapHbIMN KomnbtoTepamun. OgHako, cpeacTB 3awmThl Ans NOA06HbIX
YCTPOMCTB MOKa O4YeHb Mano. TecTupoBaHME WM MOUCK YA3BUMOCTEN B HUX
NPOUCXOOUT He TaK WMHTeHCuBHO, Kak ansg K, To xe camoe kacaetcs wu
MOOUNBbHbBIX NPUMOXEHUN.

CoBpeMeHHble MOOUNbHblE Opay3epbl YXe MpaKTUYecku [orHanm
HacTOmNbHbIE aHarory, ogHako paclumMpeHne dyHKLMOHana BneyeT 3a cobol
GOonNbLUYI0 CINOXHOCTb Y MEHbLLYH 3aLLMLLEHHOCTb.

[laneko He Bce npon3BoaunTESNIN BblMYCKakOT oBOHOBMNEHMUS, 3aKpbiBaoLwne
KPpUTU4ECKMnEe ya3sBMmMoCTu AnAd CBOUX yCTpOI7ICTB.

OcHoBHble coBeTbl AN 6€30nacHOCTM MOBUMNBHOIO Te.l'le(pOHaZ

Huuero He siBnsieTcs no-HacTtosiwemy GecnnaTtHbiM. Byaob OCTOpOXeH,
Bedb korga Tebe npennaratoT OecnnaTHbI KOHTEHT, B HEM MOryT ObiTb
CKPbITbl Kakue-To nnaTHbIe YCNyru;

Ayman, npexge 4vem otnpaButb SMS, doto wmnm Bugeo. Tbl TOYHO
3Haelb, rge oHn ByayT B KOHEYHOM UTOre?

Heobxoaumo 06HOBASATL ONEpPaLNMOHHYIO CUCTEMY TBOEIo CMapT(OHa;
Mcnonbayin aHTUBUPYCHbIE NporpaMmbl A4ns MOBUIbHBIX TeNedOHOB;

He 3arpyxan npunoxeHust 0T HEM3BECTHOIO UCTOYHWUKA, BEAb OHU MOTYT
copepxaTb Bpe4oOHOCHOE nporpaMmmMHoe obecneyveHue;

[Mocrne TOro Kkak Tbl BbWgEWb C CaWTa, rae BBOAWM  JIMYHYIO
MHdOpMauUuio, 3anam B HaCTporkn bpaysepa v yganu cookies;

MNepvoanyeckn npoBepsid, Kakve nnaTHble YCMyrM akTUBUPOBaHbl Ha
TBOEM HOMEpE;



[aBan cBon HoMep MOBUITbHOro TenedoHa TOMbKO NIASM, KOTOPbIX Tbl
3Haellb 1 KOMY JOBepSELLb;

Bluetooth gomkeH 6bITb BbIKIIOYEH, KOrga Tbl UM He nonb3yewbes. He
3abbiBan nHorga NpoBepsiTb 3TO.

Online urpbl

CoBpeMeHHble OHMalH-UrpPbl - STO KpPacoYHble, 3axBaTbiBatloLLME
pasBneYeHnsi, 00 beAMHSAOLWNE COTHM ThICAY YENOoBEK No BceMy Mupy. rpoku
nccneayoT AaHHbIN UM MUP, 0OLATCA APYr C APYroM, BbINOMHSAOT 3a4aHus,
CpaXkaloTCs C MOHCTPaMM M Mony4varoT onbiT. 3a yA0BONMbLCTBME OHWU NNaTAT:
NOKynarT AUCK, onnaymBaloT aboHEMEHT Unn NpuobpeTaroT Kakme-To onumu.

Bce aTu cpeactea mayT Ha nogdepkaHue U pasBUTUE UIPbl, a Takke Ha
camy Ge30onacHOCTb:  COBEPLUEHCTBYOTCA  CUCTEMbl  aBTOpM3aLUM,
BbIMyCKAlOTCA HOBble nNatyM (UMdpoBble 3annaTkM AN nporpamm),
3aKpbIBaOTCH YSI3BMMOCTU CEPBEPOB.

B noaoOGHbIX Urpax CTounT onacatbCA He CTOJIbKO CBOUX COMNEPHUNKOB,
CKOJ1bKO KpaXu TBO€ro rnapor4d, Ha KOTopomM oCHOBaHa CUCTeMa aBTOpU3aLlnn
fonblMHCTBA urp.

OcHoBHble coBeTbl N0 6e30nacHOCTUN TBOEro UrpoBOIro akkayHTta:

1. Ecnn pgpyrom wurpok Begetr ceba nnoxo wunm  cosgaet Tebe
HENPUSATHOCTN, 3abNOKNPYN ero B CNINCKE UMPOKOB;

2. lNoxanynca agMmMHUCTpaTopaM MUrpbl Ha Mroxoe MnoBefeHne 3TOro
UrpokKa, XxenaTenbHO NPUIOXNUTb Kakne-To JoKasaTernbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nin4Hyo MHopmaumo B npodpansie urpbl;
4. YBaxaun opyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeoduumarnbHble NaTyn u Moabl;

6. Aicnonb3yn CrioXHble N pasHble Naponu;

7. daxe BO Bpemsi Urpbl He CTOWUT OTKMN4YaTb aHTMBMpYC. [loka Tbl
nrpaellb, TBOW KOMMNbIOTEP MOIYT 3apasnThb.

@OULKHI UK KpaXka NMNYHBLIX AaHHbIX
OOGbIYHOW Kpaken AeHer N AOKYMEHTOB CErofHs yXKe HUKOro He yauBWLLb,

HO C pasBUTUEM NHTEPHET-TEXHOSIOMMN 3MNO0YMbILLUSIEHHUKMA NEepeMeCcTUrnnCL B
WHTEPHET, 1 NPOLOIMKAT 3aHMMaTbCS "MOBUMBbIM" OENOM.



Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLUEHHMYECTBA UNN (PULLINHT,
rmaBHas Lerflb KOTOPOro COCTOUT B MOMyYEHUN KOHMAEeHUManbHbIX AaHHbIX
nonb3oBaTtenien - norMHOB W naponen. Ha aHrmmnckom 4sbike phishing
ynTaeTcsa kak ouwmHr (ot fishing - peibHas noens, password - napornb).

OcHoBHble coBeTbl No bopbbe ¢ PULLMHIOM:

1. Cnegn 3a cBouM akkayHTOM. Ecnn Tbl mogo3peBaellb, YTO TBOA
aHkeTa Obina B3fnomaHa, TO Heobxoanmmo 3abnokumpoBaTb €e M CcoobWMUTb
adMUHUCTPaTopam pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Wcnonb3yn 6esonacHble BebG-caiiTbl, B TOM YuUCIe, WHTEpHeT-
Mara3uHOB U MOWUCKOBbIX CUCTEM;

3. Vicnonbayn crioxHble u pasHble naponu. Takum obpasom, ecnn Tebs
B3J/IOMAlOT, TO 3JIOYMbILUSIEHHUKN MNOSlydaT OOCTYN TONbKO K OOHOMY TBOEMY
npocunto B CETN, a HE KO BCEM,;

4. Ecnn 1eba B3nomanu, To HeobxoauMo npenynpeamTb BCEX CBOUX
3HaKOMbIX, KOTOpble paobaBneHbl y Tebsa B Opy3baAX, O TOM, 4TO Tebs
B3NloManu u, BO3MOXHO, OT TBOero mmeHu OyaeTt pacchbinatbCa crnam U
CCbINIKM Ha OULLIMHIOBbIE CaWUTbl;

5. YctaHoBu HagexHbin naposib (PIN) Ha MoBunbHbIN TenedoH;
6. OTKNO4YN coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan thansibl U apyrne BIOXKEHUS B NUCbMaXx, AaXKe eCrin OHU
NPULLNK OT TBOMX ApYy3en. Jlyylie yTOUHN Y HUX, OTNPaBnsin Niv OHM Tebe aTu
doannbl.

LUndpoBas penyraumsa

LindopoBasi penytauus - 9T0 HeraTMBHasi U NO3UTUBHaAA MHOPMaLNA B
cetTm o Tebe. Komnpometumpyrowasa wuvHGoOpMaums, pasMelleHHass B
WHTEpHETE, MOXeT Cepbe3HbiM 00pas3oM OTpasUTbCA Ha TBOEW pearibHOM
Xun3Hu. "Uundposas penytauma” - 3To TBON UMUK, KOTOPLIN hopMmnpyeTcs 13
MHdpopMmauum o Tebe B UHTEPHETE.

TBOE MECTO XUTenbcTBa, Yy4ebbl, TBOE {MHAHCOBOE MOSIOXEHME,
0COBEHHOCTN XapaKkTepa MU pacckadbl 0 ONM3KMX - BCE 3TO HaKannMBaeTCs B
ceTu.

MHorme noapoCTKM NErkoMbICIIEHHO OTHOCATCA K nybGnukauuu fnMYHOW
MHgopmauuu B MHTepHeTe, He NoHMMas BO3MOXHbLIX NOcCNneacTsun. Thbl faxe



HEe CMOXellb goragatbCs O TOM, 4TO dooTtorpadusi, pasmelleHHas 5 nert
Ha3ag, ctarna NpU4YnHOM oTKasa NpUHATL Tebs Ha paboTy.

KommeHTapun, pasmewieHne TBoux dootorpadum v gpyrme LOENCTBUS
MOryT HE MCYEe3HYTb JaXke NOocre TOoro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb,
KTO COXpaHun 3Ty MHopmauumio, rnonana fnnm OHa B MOUCKOBbLIE CUCTEMbI U
coxXpaHuracb v OHa, a rfaBHoe: YTO NogymMatoT o Tebe okpyxatowme noau,
KOTOpble Hangyt M yBuaAT 9T0. HanTu mMHGopmMaumio MHOro feT ChnycTs
cmoxeT nobon - kKak u3 [ob6pbix nodyxaeHun, Tak U C HaMepeHUeEM
NPUYNHUTL Bpen. ITO MOXET ObITb KTO YrogHo.

OcCHOBHbIe COBETbI NO 3aLmTe LMdPOBON penyTauun:

1. Mogyman, npexage yem 4TO-TO Ny6GrMKoBaTb U NepedasaTtb y cebs B
6rore nnun B counarnbHON ceTu;

2. B HacTponkax npoduns yCTaHOBM OrpaHUYeHns Ha NPOCMOTP TBOEro
npodounsa U ero coaepXXumMoro, caenamn ero Tonbko "gnga gpysen';

3. He pasmewan n He ykasbiBanh MH@OpMaUUO, KOTOpass MOXET KOro-
nnbo ockopbnATb nnu obmxaTb.

ABTOpCKOe npaBo

CoBpeMeHHble  LLUKOMBbHUKN - aKTUBHblEe Monb3oBaTeny LMdpOBOro
npoctpaHcTBa. OQHAKO Aaneko He BCe 3HAaKT, YTO MNOMb30BaHME MHOMMMMU
BO3MOXXHOCTSIMM  LUMppoBOro Mupa TpebyeT cobniogeHuss npaB  Ha
NHTENNEKTyanbHyt COOCTBEHHOCTb.

TepMuH "MHTennekTyanbHast COGCTBEHHOCTL" OTHOCUTCS K pPasfinyHbIM
TBOPEHUAM YEeNOBEYEeCKOro yma, HauMHasi C HOBbIX U30OpeTeHnn N 3HaKoB,
obo3Ha4vaLWmx COBCTBEHHOCTb Ha MPOAYKTbl W YyCNyrM, W 3akaH4uBad
KHUramwm, doTorpadpusamu, KWHOOUNbMamMU n MY3blKanbHbIMU
npovn3BeaeHNs M.

ABTOpCKME NMpaBa - 3TO NnpaBa Ha UHTENNeKTyanbHy0 COBCTBEHHOCTb Ha
npousBedeHNss Hayku, nuTepaTypbl W UCKyccTBa. ABTOpCKME MpaBa
BbICTYNalT B Ka4YeCTBE rapaHTUN TOro, YTO MHTENNEKTyanbHbIN/ TBOPYECKUIA
Tpyn aBTOpa He GydeT HampacHbIM, OacT eMy crpaBeanBble BO3MOXHOCTY
3apaboTtaTb Ha pesynbTaTtax CBOEro Tpyda, MNONyYuTb W3BECTHOCTb W
npuaHaHue. HukTo 6e3 paspelleHns aBTopa He MOXET BOCNPOU3BOAUTb Ero
npousBeneHne, pacnpocTpaHsaTb, NyONMYHO AEMOHCTpUMpPOBaTb, NpoaaBaTb,
MMNOPTUPOBATb, nyckaTb B npokar, nyenun4yHo NCMONMHSATH,
nokasblBaTb/MCMOMHATL B 3dupe nnmn pasmewlaTb B VIHTepHeTe.



Mcnonb3oBaHue "nupartckoro" nporpaMmHOro obecnevyeHust MOoXeT
NPUBECTU K MHOMMM pucKaM: OT MNOTepu AaHHbIX K TBOMM akkayHTam Ao
BNOKMPOBKM TBOErO YCTPOMCTBA, rAe YCTaHOBMEHa HeneranbHas nporpaMmma.
He ctouT Takke 3abbiBaTb, YTO CYLUECTBYKT JfierarnibHble M GecnnaTHble
nporpamMmsbl, KOTOPblE MOXXHO HANTU B CETMW.

O nopTtane

CeTeBMYOK.p(h - TBOM [NaBHbIN COBETYMK B CeTU. 3OecCb Tbl MOXELUb
y3HaTb O ©e30MacHOCTU B CETU MOHATHLIM M AOCTYMHbIM SA3bLIKOM, a npu
BO3HMKHOBEHUN KPUTUYECKOW CUTyauum obpaTuTbCs 3a COBETOM. A Takxke
NPUHATb y4acTne B KOHKYpCax U CTaTb caMbiM LMAPPOBLIM rpaxgaHNHOM!



